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Introduction

The objective of the present study is to put forward a customized roadmap for Arab ICT higher
education institutions so as to enable them to: reinforce scientific capacity, provide practical good
practices for curricular reforms, promataovationbased industrial development, upgrade
managerial and resources efficiency, and develop human resources.

In accordance with the requirements outlined in the terms of reference and taking into
consideration the importance of stakes, the divefstdiyallenges and the potential solution
paths, the elaboration of such a roadmap has been undertaken by considering Arab ICT
universities as the focal point of gtisdy

The elaboration of this roadmap has gone through two phases: the analyssraiédie
position of the current state of ICT education in universities in the Arab region, and the
identification and the development of the action plans of the target roadmap on théhbasis of
results of the previous phase.

The diagnosi®f the currehstate of ICT education in Arab universities, undertaken in the first
phase, has revealed tthaspite thdauge budgets that are allocated and the great efforts that are
made to launch and/or upgrade ICT higher education institutes in the Arab regiane théot

of problems that still need to be solved and there are many objectives that have to be achieved.
This problematic situation is mainly due to a serious lack or even deficiency in: updating ICT
curricula, certifying thacquired professional IGdhowledge, launching innovation oriented

R&D activities, opening these institutions taptheir socieeconomicenvironment, and
upgrading human resources® skills. The findi
form of a SWOT (Strengths, #¥aesses, Opportunities, and Threats) matrix.

The first phase also includes international benchmarking which has targeted OECD countries
and the European Union together with India, and Mexico. Its main mission was to collect and
analyse good internatiopahctices that have to be adopted in order to enhance the training of
highlyskilled ICT graduates, promote R&D activities in ICT fields to meet the needs of industry
and development, and ensure a global adequate environment to ICT higher education
insttutions.

On the other hand, the second phase aims at elaborating the roadmap. Being based on the

findings of the Strategic Position Analysis, as well as on the Arab region profile of ICT capacity

building, this phase has two strategic objectives:

() train ICT quality graduates via two strategic leiswing and updating ICT curricula and
providing AIHEIs with the necessary environment to attain excellence

(i) reinforce theopenness of Arab ICT Higher Education Institutitnmeugh two other
strategic leverpromoting ICT R&D and Innovation activitiend building collaborative
partnerships and strong networks

Needed fundamental and spksed ICT skills are discussed and d€@rdomains that should

be taken into account in curricula updates or in R&Oraovation projects. Numerous areas

are, thus, proposed. These includeeroperability CyberSecurity, EmbeddedSystems and

Business Intelligence, Interdisciplinary domahgevégnment, -business, -bealth and €

Education). Biotechnology and Naswbinology have been presented as areas of strong

potentials for the future of the region.

Both strategic objectives giae idea about the action plan which has to be undertaken to
achieve excellence in ICT education at universities in the Arab worjglaThdstails the
strategic actionthat should be carried oas well as the outcomémt areexpeotd (Joint
programs, National and regional frameworks, collaborathmmsezbplatforms) in order to-set
up a comprehensive system for a continuous esthantand update of the curricula of Arab
ICT Higher Educatiorinstitutions, and tcestablishiCT R&D and Innovation centres of
excellence in these institutions.
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1 Diagnosis of the current situation:

The purposénereis to develop an objectiweventoryof fixturesof the current state of ICT
education in universities in the Arab region and identify its strengths and weaknesses

1.1 ICT in Arab countries
Arab countries have made substantial strides to integrate the new strands of the information

society intdraditional social, economic, and cultural patt€hs progresss confirmed bythe
seventh annu@lobal Information Technoloddeport.

The report shows that Arab states have risen significantly in the rankings. Egypt, at position 63 in
the study, lonbed 17 places from the 20RP@07 reporfi the biggest jump in the sample.
Bahrain, Jordan and Qatar leapt six, four and 11, pkspeesctively. Oman and Saudi Arabia,

new to the report, entered at positions 53 anced@ectively. Moroccdue to itgemarkable
improvements iaccessibilitfhas the greatest overall gain in DOI (Digital Opportunities Index)
rankings between 2004 and 2005

Indeed great efforthave been madie this region to adapt the legal and regulatory frameworks
for ICT, to creat a researgbromoting environment via clusters and/or technology incubators
and to deploy ICT infrastructure improvement programs.

In many Arab statethe speed of the introduction of Internet access devgresviagrapidly,

and most countries hawitnessed surge of mobile telephone use. Furthetrroorporation

and multinational segments are responding favorably to tGd: pioneering Tejari- e
marketplace for instancehas demonstratedceo mmer ceds abil ity to ac
business awity. Finally, the governments of Arab states are moving many of their operations
online, and migrating their procurement, customs, and citizen management capabilities onto
electronic platforms.

On the otherhand,successful interregional connectivitijatives are increasingly linking Arab
stateswith each otherArabSat, an inté&rab satellite communications and transmissions
solution, is one of the best examples of the ability of Arab states to collaborate in creating a solid
and resilient communt@mns network.

However, major challenges in ICT adoption and usage must be met by Ardihetdigisl

divide remains and liging worsenebly the absence of cressab initiatives, lack of financing,

and poor education. Numerous deficiencies cansted: [(i) the weakness of local ICT
capabilities confirmed by the fact that nearlyealledequipment is imported; (ii) the poor
performance of Research, Development and InnovdtenceforthRDI) in ICT, hence,
intensifying reliance on foreign expeeti and furthering the oObrain

1World Economic ForumApril 9, 2008The report assesses 127 nations on factors ranging from the cost of mobile phone calls
and available Internet bandwidth to the qudlibjgler educatioso aso determine which countries are best positioned to
compete in the informatientensive twentfirst century economy.

2World Information Society Report 2007

3 Strategic initiative led by the Dubai Government to facilitate-&2Bngerce in the regionej@ri is now a leading B2B e
procurement organization. Tejari has a local presence in Iraq, Kuwait, Lebanon, Syria, Jordan, Omasf, Fangdom
Arabia, Nigeria, China, Egypt and the United Arab Emirates to mention a few.
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resulting either from low speed rate or disconnetipppverty in some countries in the region
restricting demand; (v) higher costs of services discouraging both demand aifd)stieply;
high software piracy rates recoridetie Arab region, and (vii) the weakness of Arabic content.

Asclearly seein Tablel, there are three aspectshe digital divide in Arab states: (1) the divide
between the Arab world as a whole and the rest e¥fdhd, (2) the divide across Arab states,

and (3) the divide within Arab states. Although Arab states do not severely underperform when
ranked by world standards in teledensity and PC penetration, they remaitheweatber of

websites and Interneters.

Internet Broadband Subscribers
Subscribers Subscribers per Users Users per Total Per 100

(000s) 100 inhab. (000s) 100 inhab. (000s) inhab.

2007 2007 2007 2007 2007 2007
Algeria
Bahrain 68.9 9.15 250.0 33.22 68.3 9.07
Djibouti 3.5 0.44 11.0 1.36 - 0.01

10'532.4

Iraq 14.9 0.05 275.0 0.95
Jordan 225.2 \ 3.80 1126.7 | 19.02 86.0 1.45 \
Kuwait 283.2 10.54 900.0 31.57 25.0 0.93
Lebanon
Libya 82.5 1.38 260.0 4.36 9.6 0.16
Mauritania
Morocco 483.4 1.55 6'600.0 21.14 477.4 1.53
Oman 69.8 \ 2.69 247.1 \ 9.52 20.2 0.78 \
Palestine 102.2 2.73 355.5 9.52 55.6 1.49

Saudi Arabia 2'500.0 10.11 6'320.0 25.55 623.1 2.52
SIEN 694.5 \ 3.49 34700 | 17.41 7.0 0.03 \
Somalia 9.0 0.11 98.0 1.13

Tunisia 253.1 2.45 1722.2 16.68 95.9 0.93
United Arab Emirates

Yemen 216.1 0.97 320.0 1.43
Russia 30'500.0 21.40 30'000.0 21.05 4'000.0 2.81

Singapore

Sweden 4'054.0 44.46 7'295.2 80.00 3280.0 35.97
United Kingdom 18277.0 | 43'753.6 15'605.2

United States 72'721.0 23.78 221'724.0 72.50 70'187.4 22.95

Table.1l Internet penetration andbroadbandsubscribersrates in Arab countries (ITU2007)

Many recommendations have bpenforwardto help Arab countriespeed ughe building of
the information society and the move towakiwwledgédased econoniy. One of themost
important recommendations wsistsof enhancing the process of developing human and

‘{0 Regial Profile of the I nformation Society in Western Asiabd
50ICT Opportunities and Challenges for Development in the ArabdMNorldUni t ed Nati ons University,
60The Arab Worl d Co mp &orid EdconorcirawsnsApm20a70r t 200746,
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institutional capabilities in ICAll aspectselated to théuilding ofICT capacity (planning,
delivery and partnerships management) mugabewithin a comprehensive manner in order
to trainacritical mass of ICT specialists;lget strong policy of Rnd achievexcellence in
ICT highereducation.

1.2 Science, Technology and innovation in Arab countries

The @pacity to innovatallows countries and regional groupirigsachieve advantageous
positions in key industrial and service sectorsfavessed countries and regions are often
those thatlo not havehe capacity to innovate and, consequently, lack the ability to improve in
todayds ¢ omp et Henceforth both krmbleddeanchmenovdtientare central to
economic development

The UNOs Arab Human DevetbpmenmntdeBRppboeamt t hHaood(
significant human capital in the region, disabling constraints hamper the acquisition, diffusion
and production of kneledge in Arab societies. This human capital, under more promising
conditions, could offer a substanti al base f

This reportis confirmed by Rand Corporat@msanking,in whichonly Egyptis classified as
scientificayl developing countrwhile the remaining 21 Arab countraes classified as
scientifically laggifgehind Furthermore, as stva in Table2 below UNESCO identifies the
Arab region as the least R&D intensive area in thé. worfiact,no single univetgifrom the
Arab worldis mentioned irthe list of the top 500 universities of 2007enghsmany other
developing countries such as Mexico, Brazil, India, South Africa and Aageiitiaded in
that ranking

Arab World World %
Population 282 Millon 4.5% (Japan 2%)
GNP 600 billion USD 2% (Japan 16%)
R&D 1 billion USD 0.2% (Japan 22%)

Table.2. Arab countriesdcontribution in R&D 10

NowadaysArab nationareincreasingly investing in international science collaborations to catch

up with the Westandareshifting their attention to developing regional R&D. In 2008, the 22
nations of the Arab League approved wed0 plan to boost scientific resear¢his plancalls

for member states to raise their allocation to science twelvefold to 2.50p&&#t more

than the average 2.3 percent spent by developed nations. To counter that particular concern, the
United Arab Emiratesasrecently launched a new &b foundatioff with an endowment of

$10 billion. The foundhpgwoddobassthhed|l endi gsd ot
region, and many hejt will foster broadbased scientific research.

7 0Arab Human Development Report 2003Bui | di ng a Kwailablé at Hdtm/evwvEumdpiorg/thas.o .

802005 UNESCOO®s USKESC@ 800 Report 6.

9 http://www.webometrics.info/top100_continent.asp?conf-eamking summarizing the global performance of the University,
provides information for candidate students and scholars, and reflects the commitment to the dissemination of scientific
knowledge.

10 Arab Region Roundable on Harnessing Scieribechnology and Innovation for Sustainabiltg-18 April 2005, Dubai
(UAE).

11 http://seedmagazine.com/atent/article/science_is_golden.

12 SourceFoundation Web Site
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To that end there is an urgent need to upgrade universities and research institutions, and to
launch and reinvigorate mdx@ised national snee academies, especially in the ICT field.

1.3 ICT Higher Education: Present status

Developing competent human resources is of crucial importance to policy makers aiming to
move towards an information society. In the past few years, most Arab statesmhave
concentrahg their efforts on buildingtheapabi | i ti es of the I CT se
and/or reinforcinguniversitie8 aptitudesto train ICT professionals for the economy of the
future.Therefore numerousnstitutes andollegespecializeth ICT are very active in the Arab

world. Their aim is téorm high quality ICT professionals capable of competing worldwide,
contribute actively in building the ICT sector in their country or abroad, pariicigad lead

R&D projects ideadingechnobgical fields.

Be they on-profit or belonging to the private sector, many of these institutions are nationally,
regionally and even internationafigognizedSome of them initiated and/or participated in
launcling projects tancubag technological staps and small businessedo transform their

labs into real clusters, or even techno poles. Their graduates work in all walks of life as
information systems architects, systanalysts and designers, programmers, technical
consultants, maintenance iragrs, technical product managers, project managers, and/or
private entrepreneurs.

One can notice the characteristically high demand and increasing job opportutiies for
students graduating fraitmese institutiondn general, graduates are instaedsuited by both

the private and public sectors, not only in their own country, but abroad Bsspe#the
increasing number gfaduatedtudents (e.g. 5000 per year in Jordan, 10000 in Morocco and
22000 in Egypt), local market needs are veryltlifficsatisfy. These defiaies are worsened

by the strong brain drain to which local graduates are exposed.

As inother regionsArabICT institutes and facultibave to meet several challenges to achieve
excellence botht academic and professiotelels. How far did these institutions succeed in
achievinghis goal? And what specific strengths and weaknessesgleatifize?

According to GBMENA Education Ministerial Meetifigst number of Arab countries have
made enormous strides to inceetag relevance of education through a variety-sfhiool
interventions and programs aimed at increasing empld§aiitgover, alArab countries face
the challenge of developing ICT industry, wikielm energing industrial sector in the course of
structuring.

Therefore in the last few yeasmmeArab states have launched numerous ambitious programs
of training on ICTin order toenhanetheir capabilities ahakingand exporting ICT products,
foster differehtypes of outsourcing, and-set dedicted techno poles and techno parks of
international standaxdl'he mainobjectivesto givepriority to the acquisition and development

13The Dead Sea (2005) and Shansheikh(2006) GBBMENA Education Ministerial Meetings noted the need to improve the
quality of education to make it relevant to economy needs.
14www.g8bmenaeducation.de/_media/Schools_and_the_World_of_Work.pdf
15010, 000 Engi neer s boyoEdidatibl Bform forithe iKrowlédgeeEconainy o o glordam i n
O0Tunisian Virtual Schoolsdé6 in TunisPapf é@ssiagnalNeTwair ki mg
Egypt etc.
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of expertise able not only to develop digital resourcesldoubp facilitate and impede
innovation in ICT and its egkd fieldS.

These programs are real opportunfoedArab ICT universities tesustainthe government in
activelytreatinghuman development needs and generating knowhedgeomotesconomic

and social prosperityhis means that the offered cudacmust be marketiented, based on
strong theoreticédbundationsaligned on international academic and industrial requirements and
standards, and updated in line with advances in technology and business.

Aware of these requirements, most Arab ICTtutesihaveimplemented flexible curriaul
consisting of course modules designed to teach elementary and advanced skills tailored to meet
the market needs. Most of these institutes offer programs that are, in terms of structure and
content, Computer Scienag Computer Engineering programs, and adhere to'’ACM
international standards.(Annex B).

Neverthelesgjespite th fact thatgreatbudgetsare allocatednd many efforteare maddo
launchand/or upgraddCT higher educational institutes, there @dtgosiblemghathaveto be
solved and objectivestieachievd. In fact,

1 thereis anurgent needo bring up to date ICT courses and teaching strategies offered in
Arab instituteslespitehe administrative difficulties that thperatiorentails. Tha situation
is commonlyvitnessedat all levels the Arab Educational Systentea&hing methods tend
to stress passive rather than proactive leavhinlgencourages independent research.

1 The available programs are limited in scope and appljcaaittywhichexplains the very
few contracts, signed between universities and both the private business community and the
public administration. This situation is in contradiction with the vision considering all the
fieldsrelatedo ICT educationtrainirg, R&D, expertise, et@s a real meafor universities
to be openedip to their socieeconomic environment, and highly involved in national
economic structuring projects and strong partnssstiipthe private sector.

1 There is neithaaclear policy noastrong will to setip real certification systems of acquired
professional knowledge in ICT fields desigeincreasing number of partnerships between
Arab institutes andCT leading international universities, professional or iatustr
associatiod$ and/or global information technologyrporatios®. Such certification
systemgannot only update and enhance ICT coursealdmareate strategic collaborative
partnership with all various stakeholdénsR&D including the open source commufity
This will mainly contributen desiging, backingup and nurtuing innovation in key areas
and, through knowledge transéan enhance the research capabilities of Arab countries.

1 Arab Universities and colleges are currently suffering from a severe shepagalists
(Ph.D. or M.S caliber) in Computer Science and Computer Engineering. The student/

O THMe ab Worl d Compet iWordEeweicForunk Appil@00f 200746,

17 Association for Computing Machinery.

18 Such as IEEE (IEEE sections in Arab countries) and CompTIA (regional offices in 12 Arab countries).

19 Many agreements target the settmgf ICT vendors centers in Arab high schools, tdh@ichools, Colleges and
Universities, e.g. Microsoft Certified Solution Developer (MCSD), Cisco Certified Network Associate (CCNA), or Adobe
Certified Expert (ACE).

20e.g. Red Hat (Red Hat Certified Engineer and Technician)
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lecturer Ph.D) ratio is, foinstancein Palestinian universifiest least 50:1 and 30:1 in the
case of lecturers holding MS or Mkings get even worsince thesenstitutes are
committed to maintaining wekrformed technical training based on approvedabkéind
international standards. Hentbey must concentrate on building capacity and professional
expertise, and enhancing the aptitudes of huesanrces involved in ICT training and
R&D processes.

2. International Benchmarking:

The imperative foArabcountries is to raise highevel employment skills, to sustain a globally
competitive research base and to improve knowledge disseminagdretteth of society. It

is in this perspective that numerous countries and regional orgaraagtmsched studies
aiming to achiewxcellence ihighereducation, espediain theareaof ICT.

2.1 OECD#*Thematic Review of Tertiary Education

The CECD Committee has undertakem comprehensive international review of tertiary
education poliéy Overthe last40 yearstertiary educatiorcommonlyreferred to as higher
educationis what takes place only at timéversiy. Nowadaysit is much more diverfeed and
encompasses new types of institutions such as polytechnics, ies)ivakéges, or
technological institutes.

The goal of the ©CD studyis to help countries share innovative and successful initiatitees and
identify policy options to maxiei the contribution of tertiary education to national economic
and social objectives in an increasingly knowdeigiga global economy. Despite the major
differences and traditions across countries, a number of policy optiomsfareardin the
studyin order to meet thabovementionedhallenges. The optionsare mainly related to:
matching funding strategies with national prioréretjringand improving quality, enhancing
the role of tertiary education in research and innovation, strengtheninghtithe labour
market and implementing tertiary education policy.

2.2 ICT Higher Education in Mexico

Mexico, an @CD country, illustratethe applicatiorof these recommendationsI@iT higher

educatioff. Its policy focussboth onimprovingthe qualityof ICT training and increasittge

number oflT professional(expected taoublein the period 2062014). To achieve this dual
objective of high quality and increased quantity, ICT education has been decentralised away from
the Ministry of Education. @icula for ICFrelated programs are updated by the National
Association for Computer Education Institutions (ANIEIgollaboratiomwith the Ministry of
Economy.The pdatf ocuses on O6competenci es?o, i . e. S
software anhitect, developer, etc.), aisdobjective io make curricula more practical and easier

to evaluate. Teachers are currently being trained fourhose.

21 Threeof the 11 Palestinidsniversities are ranked among the firsAtab Universities(ttp://www.webometrics.infy

22Qrganization for Economic Cooperation and Development

20Tertiary Education for t he vidvrobTerticeyEdueai 8oci Stywt OECGD s TRepat
International conferenpeesentinghe results of the OECD Thematic Review of Tertiary Education in L3sbépril 2008.

2401 CT DiffusiPerrt ReBu ®iwn €oant-Oc200Beport 6. OECD, 23
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In addition,a governmerdcademigrivate sector centigas beercreated tospeed up the
integation of graduates into thabour marketin this way technology parks have been a
successful link between the private sector and univeesigidssituto Tecnoldgico y de
Estudios Superiores de Montexrey

2.3 European Framework forthe Accreditation of ICT Higher Education

The European Commission launched the EWWR®roject®in order to creatof a framework

for the setting upof a European system ftre accreditation ofCT higher education. €h

objectives of this project are as follows

1 improwethe quality of educational programsomputer sciengce

1 provikan appropriate OEur opearmnconpatbgel 6 f or accrt
1 facilitae mutual recognition by program validation and certification;

1 facilitagrecognition by competent authoritieshwithe EU directives;

1 increas mobility of graduates as recommended by the Lisbon Strategy.

The outcome® of the programcan be described ascreditedtandards for competences, skills

and knowledgéhat graduatesare expected to haveo that they couldise them intheir

profession oin their postgraduate studielloreover, to enhandimks between Industry and

Higher Educatiorand to enrich computer science progyaims EURQGInf Framework is

proposed as a reference point

Each ICT program for whicha given nistitution seeks accreditatiaocording toEuro-Inf

standards mustainlyhave:

1 A systematic check of tbbjectives of the educatiopabgramtogethemwith the priorities
and needs of all relevant stakeholders: emplaymmtingassociatianorfirms, etc.

1 Educational and cooperation agreements with industry, research institutions and/or other
higher education institutions.

2.4, ICT Higher Education in India

Numerousgood practices can be identified by exploring how India has achieved itd goals
excellence iHCT higher educatiorindeed,the Indian ICT sector is clear example of the
positive effectthat technologmayhave on development. These effbegeenabld Indiato
move sixnotches up to hold the B@osition in the Networked Reaess Index (NRd)of the
Global Information Technology Report (GITRblishedby INSEAD and the World
Economic Forunin 200405. Indig known for its software production and exgwas become a
powerhouse in the global industngl its aiversities hava crucial role in this success.

One of the key factors that lie behind this success lisdizahas built one of the largest higher
education systems in the wo{809 universities, 15,614 colleges and 9.28 million students).
Moreover, Indian univetigis areviewed as a real stakeholdencretely involveth ICT by

25 http://www.eganie.e(EQANIE : European Quality Assurance Network for Informatics Education).
B0EUROWf Framework Standards and Ac c.EERDIinPaoject.0In AuguseD08er i a f or
27The Net wor ked Readiness Index (NRI) is defined as a natior
benefit from information and communication technology developments.
Roadmap to achieve Excellence in ICT Higher Education in the Arab RegierDraft Report 11
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incubating telecaes™ %, Thelatter function agi) a mears to extend knowledge and learning
resources to the surrounding communities and to other populations in the redadyoraiory
for faculty and researchers to carry out ICT and exteakited R&D projects; (imlearning
environment for students to gain practical expenemicté will helghe community apply ICT
to thechallengesf the daily life

2.5 Synthesis of inernational good practices
Table 3 below presents a set of useful international good practices to reuse in order to elaborate

the roadmap to achieve excellence in Araligier education

28 The termadtelecentré is generic for all kinds of arrangemén®ural Knowledge Centre, Information Kiosks, Village
Knowledge Centres, efcthat seek to provide shared and mediated access to information and services by using new
technologies especially computers and Internet.

2290Challenges of T e ckhrna caf Gdoalal i oat ii onn 6t hEer . Gaurvendr a

Indraprastha University, Delhi
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Table.3 International Good practices

Main roadmap directions

Good practices

Increase the training of highly
skilled ICT graduates

Enhance the capacity of the institution through sufficient development of infrastructural facilities, laboratories\d@e&quip
Coordinate betweehelabour market and ICT Higr education policies (communicate the market needs, etc.)

Improve analysis studies ahiigtmarket needs of ICT graduates

Promote the training of faculty staff in ICT fields

Develop qualitatively graduate studies so as to serve as a mechanismwo@rrfanelty staff.

Guarantee continuous training capable of helping private and public partners of the Institution to cope with devélpments in
Increase accessibility of ICT higher education for all people irrespective of economic strata

Enhance ashupdate
continuously ICT curricula

Includethelabour market and development actors perspectives and orientation in the curricula updating process

Improve ICT graduate studies to attain international quality and stand&rdneet the needs and pragps of a globalized society
setup real certification systems of acquired professional knowledge in ICT fields

Introduce and generalize ndxaded, skdloriented and interdisciplinary ICT curricula

Ensure a global adequate
environment to ICT institutics

Strengthen the ability of the institutioryédaligredwith the national tertiary education strategy

Accelerate the setting up of a system for continuous development of administrators, faculty staff and academic sepport person
Make funds suffiantly available both from public and private sectors

Use all ICT possibilities in teaching, and especially systdearioing, intellectual knowledge archiving, virtual networking, etc.

Set up and/or reinforce a qualit
monitoring system

Develop a stnog quality culture in the system and focus on internal quality assurance mechanisms
Establish benchmarks in the institution as indicators of the quality and achievements of all courses, and basiscdfarskiating
Set accountability norms forridktaking personné management, teachers, students, policy framers, etc.

Promote R&D activities in ICT
fieldsthat areconsistent and
meetindustry and development
needs

Promote fundamental and applied relevant ICT R&D works through proper linkdwgthes, agencies, laboratories and professionals.
Enhance the development of a national ICT industrial track

Set up excellence centres of specialized research in ICT serving as mechanisms for initiating and reinforcing 1€, Ri&ebapivitne
attracting researchers, and coordinating research networks-fandhinéerinstitutional R&D activities

Retain highbgkilled researchers through promotion in their caresmpatimechanisms for continuous development

Broaden the criteria usetlem assessing R&D works in ICT fields

Involveenterprises in the process of valuing R&D

Engage and monitor the shift towards préjased funding of R&D activitiesd povide a mix of funding mechanisms of R&D activities

Reinforce inovation ability of
ICT higher ducationinstitutions

Build stronghetworks or systems of ICT innovation

Contribute to the setting up of local, national or even technological clusters able to boost innovative economiéseand enterpr
Il nitiate and/ ormpcuostetasedimind tesearch laborafoidegueingR& [ campaniepublic research institufesc.
Assess and measure innovation progress by adoptiteynationally recognized indeéx

Build strongcollaborative
partnerships and networks

Improveand widen knowledge diffusion and channels of interaction
Promote inteinstitutional and intetisciplinary collaborati@nd exchange #iieregional level and around the world
Reverse ICT brain drain by appealing to the nationakilldd persons liwj abroad

30EU innovation indeSll: this index is composed of various indicators for measuring human resources; knowledge creation; transmisgion erkhappédge; and innovati finances,

output and markets
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3. Synthesis

The objective here is pve asynthesi®f the presentiagnosisn the form of the SWOT
matriX' (Table.4. The latteris a way to analyze and evaluhte current situation and
environmenbf ICT Higher Education ithe Arabregon. It alsoconstitutes the first step in the
process oidentifyinggelaboratigand prioritimgtheaction plansf thetargeted roadmap

3 SWOT stands for Strengths, Weaknesses (internal factors), Opportunities and Threats (external factors).
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Internal origin
(attributes of the system)

External origin
(attributes of the environment)

Table.4 SWOT matrix of ICT Higher Education in the Arab region

Helpful
to achieethe objective
Strengths
1 Launching and settiugp acomprehensive natiomaform of higher 1

education inmost Arab countries

Harmful
to athiewthe objective

Weaknesses

Poor performance of RDn ICT
Real difficulties to 8sfylocal market needs graduatedtudents

T I\!atloqal, _reglonal and international recognifionany AratCT I Teaching methods tendftus onpassive rather than proactive
higherinstituions learnin

1 High demand and increasing job opportunities for Arab ICT institu T g ; ; L
graduates Limitation of the available programs in scope and applicability

f Noticeable strides towards the relevance of programs aimed atini 1 Very few contracts signed between Arab universities and both the
employability private business community and the public Administration

1 Increasing Investment of Arab universities in developing local and 91 No clear po|icy to selp real certification systems of acquired
regional RI - _ . . professional knowledge in ICT fields

i E;((l)]séi?sce of incubating technological startups and small business 1 Deficiency of the student/ lecturer ratio

1 Growingopenness of the Aralmiversityto its socieeconomic
environment

1 Development of international collaboration

Opportunities Threats

1 Noticeable improvements in technoloepdiness dheArab region  { Persistendigital divides within and across Astdies, and between th

 Elaboration andarrying out of strongational ICT Strategies Arab region and the rest of the world

f Strong national and regionallingnesso boost scientific research 1 Weakness of local ICT capabilities confirmed by the fact that nea

1 launching of paArab foundations for the despment of worletlass equipment is imported
knowledge in the Arab region 9 Strong brain drain to which local graduates are exposed

f Settingup of dedicated techno poles and techno parks of internatic 1 High software piracy rates recorufettie Arab region
standard 1 Weakness dhe Arabic content

1 Successful interregional connectivity initiatives (Arabsat, etc.)

Roadmap to achieve Excellence in ICT Higher Education in the Arab RegienDraft Report
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4. ICT Higher Education Roadmap in the Arab region

The strategic vision of the targeted roadmap consists of achieving excellence in ICT higher
education in the Arab regiob.mainly aims to use ICT highafueation to reinforce the
development of Arab countries in various aspestenomic, social, political and cultural, and,

thus, develop this region to become knowlbdged and able to benefit from innovations and
increased competitiveness in the iateynal arena.

The elaboration phase of the targeted roadmap is based not only on the findings of the previous
phase (Strategic Position Analysis), but also on an imperative regional profile of ICT capacity
building.Indeed Arab countries are not homoges but rather heterogeneous. Hence, the need

to profile Arab countries in specific regions is considered as a prerequisite to set up the targeted
roadmapwhose objective is to achieeellence in ICT higher educatiOnce countries are

profiled, the radmap has to include the identification of strategic objectives directly related to
the major problenmthat argo besolvel, and the formulation of the action plans that IDB has to

carry out in order to help Arab countries really achieve ICT higheioadeiazllence.

4.1 Regional profile of ICT capacity building

ICT capacity building requirttee educatiomnd trainingdf human resources to increase and
improve the quality amtegreef involvement in the field. Profiling ICT capacity building in the
Arab region should hopefully help customise the planned strategic actions following national
needs and priorities. It can also make Arab states collaborate efficiently for the lbenefit of
regional integration in an increasingly globalised economy.

The concepof maturity levels used by ESCW# the most suitable model to profile the Arab
region. This technique is useful for grouping countries into homogenous clusters, thus,
identifyingthe main characteristics of the regional profile. It is in this cdreEESCWA has
established a first ranking of Arab countries based on the technique of maturity levels. Due to the
lack of updated information and relevant indicators on ICT capacity building of Arab countries,
the nominative classification of these castriay seem subjective. Therefore, it is better to use
these maturity levels without making reference to specific countries. The Three maturity levels
defined by ESCWA are:

A Maturity Levet ft underlines the lack of adequate vocational training andciestff
university level involvement in terms of curricula and outputs. This level also indicates the
absence of Rl in ICT.

A Maturity Level\2ocational training is available, and universities have established some form
of ICT oriented curricula and idated output. RDI in ICT is still in the early stages.

A Maturity Level B:denotes consistent vocational training output in terms of quantity and
gualitywhich suitshe job market. This level also signals increased output from universities in
both outomes and curricula.

20 Regi onal profisloei@ft yt hen iwrefsdremat iAsn ianfor Wdstero As@Bctaber 20031 Soc i
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4.2 Roadmap Strategic Objectives:
Strategic objectives should allow us to clarify what has to be undertaken in order to achieve

excellence in ICT education at universities in the Arab world, and make this direction
operationalTo fulfil the vision defined above, two strategic objectives can be identified: train
ICT quality graduates and strengtheropenness of Arab ICT Higher Education Institutions
(henceforth AIHEIS)

4.2.1 StrategizbjectileTraining ICT quality graduates:

4.2.1.10bjectwe

The purpose here is to train ICT students to meet the economic and social needs dictated by the
development trends specific to each Arab country. Thus, this strategic objective consists not only
of dealing with the real difficulties to satisfy the foasket needs of graduated students by
increasing ICT manpower formation, but also of providmgn#inket with highly qualified
graduates capable of developing this region from an ICT consumer to an ICT producer and even
exporter. The ultimate objectiseto form outstanding graduates who can serve as national
leaders for the future in this sensitive and strategic domain.

Taking into account the regional profiling presented above:
- For countries at Maturity Level 1, it is recommended that a nationapHcitycbe built by
selecting good practices and learning from the mistakes of similar programs in other countries
- For countries at Maturity Levelgdvernments and AIHEIs must focus on educating students
in ICT specific courses includitigaditional computer sciencemodules Hardware and
software design and producjiamore specialised disciminaking into accougtobalisation
and thus,the need$o integratesecure serviceldaving partnerships with global IT suppliers,
though useful, may make sanantries ovedependent on these suppliers.
- For countries at Maturity Level t3miay be beneficial to use the present growth opportunity
to focus on buildinpcal worldclass ICT educational facilities

To achieve this strategic objective, two leviirsave to be consideredviewing and updating
ICT curricula and providing AIHEIs with the necessary environment to attain excellence

4.2.1.2Reviewing and updating ICT curricula :

A continuous review and enhancement of ICT curricula is central to the lpautiag AIHEIS

to excellence. Therefore, the major objective is to reduce the gap between the cycle of
development, implementation and review of ICT curricula in AIHEIs and the pace of ICT
evolution. Moreover, any ICT curricula update should have tthemeballenges of eliminating

all the limitations of the available ICT programs in scope and applicability, and ensure balance
bet ween innovation appeals and the real nee
labour market.
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1 Required ICT programs:

The ICT industry and labour market still need graduates skilled in both traditional electrical
engineering and computer science. However, there is an increasing need for graduates who are
able to lead new ICT industry activities including maentjetzelopment of application oriented
solutions; implementation, management and support of ICT systems as well as ICT selling and
consultancy.

Henceforth, AIHEIs should ensure balance between fundamental skills and general or vocational
specialization 8ls, without neglectingthe foundation of a solid broad mathematical and
scientific understandingundamentakills are mainly based on traditional electrical engineering
and computer science such as Programming, Data structures, Data b@eiwnTepgram

Design, Operatin@gystems, HardwarArchitecture and Electricity. General or vocational
specialization skills are detailed in the table given below.

ICT skills Main related fields
Information Systems - Information systems building
- Data Basis Managent Systems
- Enterprise Architecture Frameworks
- Enterprise packaged applicatibns
- Information Technologies Governance, etc.
Software Engineering - Software Development Processes
- Webbased applicatiotis
- Interoperability Frameworks
- Enabling software techiogiess, etc.
Communication Networks - Network management
- Networking and internet technologies
- Telecommunications services
- Wireless and mobile communications technologies
- Information Security, etc.
Processors and Platforms - Semiconductors,
- Traditional anémerging computing platforms
- Storage platforms, etc.
Table.5. Specialised ICT skills and main related fields

So, the core of qualifications to be attained during ICT education should give students a balanced
overview and teach them how they can indepéydacquire the additional knowledge they
need, both during their studies and in later professioni thes respecttraining worletlass

ICT graduates is noterelyrestricted to combining the elements mentioned ébeed able.5.)

It also requies the ability to understand the possibildie$ constraints of the different
technol ogies and to unify al/l the involved
views and expectations.

In addition, and taking into account the globaliziagcter of international economy, and, thus,
of nowadays labour market needs and evolutions, AIHEIs shouttdugivenore importance to

33 www.careespace.com

34 Customer Relationship Management, Enterprise Resource Planning, Supply Chain MaivayietenData warehousing
& analytics, Portals & Knowledge Management, etc.

35Commerce servers, Paralization, Website content managemeeibsité analysis tools, etc.

36 Web ®rvices, Enterise Application Integration, Component softwaeh) Wchnologies, Mobile Internet, Service Oriented
Architecture, etc.
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the introdudion and/or the enhancaent oftheir ICT programs related to the integration of
systems and technologicalw@rgence, namely:

- Interoperabiltigfined as the ability of a system to exchange information and services in a
heterogeneous organisational and technological environment. The objective is to increase
student sd awar eness 0 ninformed eritorple asa bnajor kay y t
success factor of@overnment, Business,-eearning and-Blealth programs. The model
of Integrated Architecture Framework can be used in order to structure and define the
contentof Interoperability courses. In faittis model describes the format and content of
the elements of the IT architecture: Business, Information, Information Systems, Technology
Infrastructure, Governance and Security. This model also specifies the way in which these
elements relate to eachent

- Business Intelligd@ite:discipline dcugs onthe strategic application of information to
provide value to an organization. Business IntelligBfjces different from traditional
operational systems in that it takes a strategic view of thve rmemgint of operational data,
and transforms this data into information that is used as a strategic resource by the
organization. Moreover, the publicationh& &nnual Arab Business Intelligence Report
(ABIR)' shows the growing awareness of Arab indastors of Bl and its crucial role in
the Arab region in evaluating and assessing economic TreathBusiness Intelligence
should bepart of AIHEIs ICT curricula so as to teach students the importance of keeping all
the components of the Bl architget and to develop their understanding of design
principles and good practices when planning, implementing, and deploying a BI architecture
and solution

- Embedded SysfEnese systems includ@dware and software which form a component of
some largerystems and are expected to operate without human interveatently, they
have gained an economic importance due to their deseeioping embedded and real time
softwarein various domains, including Multimedia, Automotive, Networking, Telecom and
Wireless. Nowadays, it is recognised that Embedded Systems domains not only contribute in
enhancing local ICT industry in developing countries, but also constitute real opportunities to
attract offshoring development programs as well as high level ICT R&Drang.
Therefore, specific curricula should be introduced in AIHEIs so as to provide students with
expertise in multiple hardware platforgecific programming techniquasd in the
development tools of real time and critical applications.

- Interdigdinary modul&sntemporary information technology companies not only produce,
install and maintain information technology applicationsyatains, but have to deal with
business, administration and social needs.ITRusyirricula should include irdesciplinary
modules highlighting the linkage between ICparithentsocial and economic applications
(e.g. €GovernmenteBusiness,-Education, etc.J-he main reason behind putting forward
suchmodulesis to foster a better understanding of howd@&n be used for social and
economic development ann e dowgntry or in the Arab region generaland toprovide

37ABIR presents the results of a major iedelent programme of research carried out annually by Moutamarat and
PricewaterhouseCoopers, in the Arab world.
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students with a developmermriented framework for ICGlhased and ICT supported
interventions in aviderange of social sectors. Studenistralso be able to understand the

ethical questions that have arisen as a result of ICT use with respect to privacy aspects and
copyright issues associated with the use of computers

- Information Securftis topic will be dealt with in the section thldws as well as in Section
1.2.2.4Promoting ICT RDI Actiyities

1 Special item : CybeiSecurity

CyberSecurity, also referred tolaformation Security, is the protection of information against
unauthorized disclosure, transfer, modification, doglise bet accidental or intentional. In
todayds scenario computer, net wo rHencefogh, i s t
Information Security, which once was a secondary issue, is how one of the main focal points in
many companies and in theiformation Technology groups. Consequently, there is a rising
need for information security professionals around the world.

At the national level, AIHEIs could make up for this shortage by increasing and developing
security education as specialized e&gre enhancing existing degree programs with security
related courses.

In this perspective, toreate a specific undergraduate currigiuhennecessary topican be
determined by comprehensive surveybeofvorkforcé seeds in Information Securitydaby

reviewng other similar curriculumb accordance with this approach a preliminary list of these
topics should incluéfe Information Security Fundamentals, Information Privacy, Access
Controls, Cryptography, Operating Syst&meurity, EBusiness Seagty, Firewalls, Intrusion
Detection, Network Auditing Tools and Penetration Testing, Virtual Private Networks, Wireless
Network Security, Incident Response, Computer Forensics.

On the other hand, in the informatibased business environment, busineéssgionals who

are competent in information security or information security professionals who understand
business arkighly neededrhis actually means that thexea real lack of specialized skills in
information security management.

It is in this espect that thESACA® Model Curriculum for Information Security NMaaageeent
viewed as a reasonably comprehensive set of topics that should be part of an ideal program for
information security management. This model curriculum enables collegewensities
worldwide tosatisfy their needs concernitigg education of future information security
management professionals.

The topics covered by this model are grouped into five content domains that are divided into
major topic areas (cf. Table. 60wl

80 nformation Security Curriculum Creation: A Cadle Studyo.
Pennsylvania State Univer2§04
¥ASACA® Mo d e | Curriculum for | n0O8I8ALCAWWD.ITacBoegc ur ity Management 6
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Domains Major Topics

Information Security Governance - Security Governance
Domain - Information security strategy
Information Risk Management - Risk management
- Risk assessment
Information Security Program - Program development
Development
InformationSecurity Program - Information security management overview
Management - Measuring information security program management

- Implementing information security management
Information Management and Respong - Incident management and response overview
Domain - Defining incident management procedures

- Developing an incident response plan

Table.6. Suggested Information Security Management Curricula

Subtopics are provided within each topic area along with the number of contact hours needed to
adequately cover the topic.

1 Business and behavioural skills:

The objective behind updating curricula is not only to improve ICT studies, but also to enable
learners to have a clear understanding of the fundamentals of business, to manage Information
projects as well as to acquird-agependence, problesolving skills, and the capability to
innovate. In addition, the environment of an ICT graduate increasingly includes other graduates
from different specialities, cultures and backgrounds. He, thus, needs to reach a mutual
understanidg in order to meet deadlines. Hence, behavioural and multicultural aspects should
also be included in AIHEIs curricula.

In this respect, a good practideich is made use by international ICT Universitits: (i)to

provice double degrees by combmilCT with commerce, law and other disciplines, ensuring
greater flexibility and certainty in employment for ICT graduates and adding value across sectors;
and (iijto give more importance to internatid@l degrees to help students be more culturally
sensitive and globally prepared for employment in other countries.

4.2.1.3Providing AIHEIs with the necessary environment to attain excellence :

Another key success factor consists of ensuring a global adequate environment for ICT Arab
educational institutions. @main purpose for having such an environment is to provide these
institutions with the necessary flexibility, academic freedom quality, and efficiency to attain
excellence. In particular, this environment should involve an accelerated and continuous
devebpment of the academic skills of the staffarallel witlthe rapid evolution of ICT. Other
measures can deal with the inevitable ICT based reform of the teaching and learning methods
(specific online directories;learning platforms, etc.), as welltl@s prerequisite change
management within universities.

Moreover the settingip or the reinforcement of the quality monitoring system will enable these
institutions to function with responsibility and accountability. Indeed, this system will assess the

09 Managing educational change in the | CT di s-Auspdliadnne at t he
Learning and Teaching Coundilarch 2009.
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quality and achievements of all types of courses and to evaluate the global environment of any
ICT higher education institution. It can eventually become a real national and/or regional ranking
system of such institutions in order to create and enhaneedissary competitiveness for any
excellence willingness.

4.2.2 Strategi@bjectize Strengthening the openness of AIHE Institutions:

4.2.2.10Dbjectives:

An ICT higher education institution can be a key enabler in the achievement of national and
regional success, faularly in terms of social and economic development. Henceforth, the
challenge faced by the Arab world consists of making ICT institutions opened up to get engaged
effectively and actively in their sa@onomic environment, and to meet commuinhytiied

needs, problems and issues. It is through such an engagement that these institutions can not only
provide leadership and higbkylled graduates for the development of both ICT in business and

ICT industries, but also to generate and apply knowiedigh promotes economic,
environmental and social prosperity.

Taking into consideration the regional profiling presented above:

- For the countries at Maturity Level 1, a national ICT capacity should be rebuilt by selecting
good practices and learning frive mistakes of identical programs in other countries

- For countries at Maturity Level at&ecshould be given to set up and/or enhanceR@dal
to foster the growth of national ICT firms, and promote exports

- For countries at Maturity Level 3, the ¢$feo be made are expectetramsform education
into an effective RDI source, thus, enhancing growth and exports. These countries should
reinforce their partnerships include other universities and research institutes around the
world

To achieve thistrategic objective, two levers will have to be considered: ipgl@dt RDI
activities and builig collaborative partnerships and strong networks.

4.2.2.2Promoting ICT RDI Activities :

1 Motivations:

Snce the quality of higher education depends on intensivextandive research programs,
Arab universities and other stakeholders must strongly promote R&D activitiesgesl

ICT fields. Talented people with productive skills must be encouraged to pursue both
fundamental and action reseamnch;ollaboraon with laboratories, universities, industries and
professionals.

Moreover, Arab R&D in ICT fields should be flexible and responsive to both industry and policy
needs in terms of auperative projects and programs. The main objective here is to make sure
that the needs of SMEs and firms from all technological sectors as well as the issues related to
social and human development are taken into consideration when ICT based R&D programs are
designed.
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The reinforcement of the innovation ability of Arab I@Rdr education is central to reach such

a goal. It shoulle particularly oriented to enable local firms to produceghajhy products at
low costs, and to deal with the increasingly individualized ctstiemand To be innovative

and following intmational recognized research schemes (e.§. Hhfure and Emerging
Technologies), AIHEIs should adopt and apply a pudsoe@n multidisciplinary and

collaborative ICT R&D model.
1 /CT R&D taxonomy:

Nowadays|CT R&D is not delivering the type of knovgedrequired by both national and
regional socieconomic development and ICT industry. This is mainly due to the fact that the
real needs are not taken into account when defining, planning and budgeting R&D projects and
programsAIHEIs should, therefordacklespecific ICT RDI fieldsTable.4. below presents a
preliminary trustworthglassification of ICT research fields that can be used by AIHEIs for the
identification of initial research prioritiisis taxonomy is based on the ICT research taxonomy
developed by the CISTRAN®project.The challenges to meet involve the adaptation of this
classification to the real national and regional needs of development

ICT Software & Information Processing

ICT Hardware Components

1 Artificial intelligence

2 Bioinformatics

3 Cognitive systems

4 Computational modelling

5 Database management

6 Distributed systems

7 Entertainment computing

8 Grid technologies

9 Identity management

10 Image processing & pattern recognition
11 Knowledge Technologies

12 Middleware

13Privacy

14 Security technologies

15 Semantic technologies

16 Sensamystems and networks
17 Service engineering

18 Simulation technologies

19 Software engineering

20 Speech & Language processing technologies
21 Signal processing systems
22 Virtualisation tools

33Digital systems, digital representation
34 Display systems and technologies
35Embedded & pervasive systems

36 High frequency technology

37 Micro/nano systems

38 Nanoelectronics

39 Nanotechnologies

40 Organic electronics

410ptical networks and systems

42 Peripheral technologies

43 Photonic components and subsystems
44 Printed and Integrated circuits
45Quantum Informatics

46 Robotics

47 Smart cards and access systems

Telecommunications

ICT software applications Multimedia

23 Electronic commerce

24 GISo Geographic Information Systems
25 ICTs for Agriculture

26 ICTs for Energy

27 ICTs for Enterprises &Rusiness

28 ICTs for Environment

29 ICTs for Government &@overnment
30 ICTs for Health &-&lealth

31 ICTs for Independent living &rclusion
32 ICTs for Transport & €ransport

48 Broadband technologies

49 Internet technologies

50 Network security

51 Network technology

52 Satellite technologies

53 Wireless & mobile technologies
54 Digital content & digital libraries
55 Digital video broadcasting

56 ICTs for Cultural Heritage

57 ICTs for Learning & eLearning
58 Multimedia infrastructures

59 Virtual reality

60Visualisation tools

Other

Table.7. ICT research taxonomy

41 0Moving the ICT frontierd a st r at egy
European communities Report. Brusseld,2009

research on future and

42 CISTRANA: the European initiative for the Coordination of IST Researd\atiodal Activities
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It is quite sure that the major plerins that numerous Arab countries encounter in seeking

economic growth and social development are: illiteracy, poverty, lack of good governance,
inadequate infrastructures and limited performance of both private sector enterprises and public

administratios.

Relevant and weahoughtICT RDI activities can help meet all these challenges. However, to

make things more effective, there is an urgent need to make these activities focus on creating

capabilities in areas that exert widespread impact and inhecephsitive change in the Arab

region. In this respect, candidate ICT RDI domains that aredmioecedare: egovernment,
e-commerce, -education, -aealth, Arabic content development and esd®urity.Other

technological RDissueswith potentidy revolutionary importance for science and ecqnomy

such as Biotechnology and Nanotechnollguld be investigated. All of these aaeaslealt

with below in much more details.

1 E-Government:

Several Arab countries have launch@dwenational progrants integrate online services in

government departments so as to make public services more accessible.

It is within this context that tremendous RDI efforts are needed to deal with the numerous

obstacles encountered at any level-Ggweinitiatives. Thesobstacles mainly include €ost
related barriers to the dissemination of pukdeneces in the Arab region, the setting up of

nat i

onal

i nteroperabi

difficulties and digital literacy.

Other RDI sensitive fields that ensure useful and reusable applicath be mentioned:
redesigning and/or fengineering existing administrative procdsséting local government
contents, creating and managing virtual networks, mobile governf@aw) @pplications as

l ity gateways t

well as protecting privacy and personal information.

Nevertheless, taking into account the diversity and the multituG®wéreament domains and

tools, it is pertinent to launch ICT RDI projects that directly meet proper naGmvarament

needs. These can be categorized following the four maturity levels of rGoweahment
programs defined by ESCWA (see Table.8. below). It is within this framework that the objectives

of RDI projects must be clearly identified and prixdlitié each maturity level.

0]

Maturity Characteristics Suggested RDI objectives
levels L)
ML-1 Countries that are at the stage of: 1 Modeling approach and software environmg
9 building or preparing the basic ICT for eiinclusion
infrastructure for-gov, or
1 having a strategy which is not supporte
by implementatioplans
ML-2 1 eGov strategy available 1 Modeling, redesigning and implementing
1 Partial implementation in place PublicAdministration business processes
1 Non-interactivity of most&ov web {l Local egovernment
sites 1 Government Application Integration
i Passive presentation of information
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ML-3

1 e-Gov strategy and implementation pla
established

9 Successful achievements in a number
areas with limited benefits at national |

1 Electronicforms providd by most €
Gov web sites

9 National onestop shop

9 Local egovernment

1 Realtime information ( emergency
managemet

1 Coordination and decisiomaking Systems
(parliamentary processes, etc.)

ML-443

1 National implementation with full
benefits of deploying ICPglications in
government institutions across the wh
country

9 Government functions automated by

9 Transnational orgtop G2C &5overnment
portals

9 Realtime information emergency
management

I M-Government

most egovernment sites
Table.8. eGov Suggested RDfields

At the regional level, and given that natiogg@ivernment programs remain unsynchronised,
experience is hardly shar@therefore multilateral RDI projects are real opportunities to
exchange expertise among Arab RDI centres belonging to ¢hengamity level or between
centres from higher to lower levels. This exchange will surely avoid redoing similar projects from
scratch and, therefore, accelerate t@overnment development process. Chosder
interoperability of public system inforimatmay seem an ideal topic for such future RDI
projects.

1 E-Commerce:

Drawing insights from international standards, only a miniscule proportion of businesses in Arab
countries have acquired meaningful presence on the Internet. To recitaiseeree \h

optimal results for national and regional growth, there is a real need for RDI initiatives which
focus not only on BusinessConsumer (B2C) aspects, but also on those that are related to
Busines$o-Business (B2B) transactions involving local esesgpiihus, several relevant fields

can be investigated by ICT RDI activities for a potential adoption and adaption of foreign
findings and solutions to the Arab context.

A preliminary list ofctivities thatandidate fields should incluale securing -eommerce
transactions, improving time to market, managing informational needs in supply chains and
logistics activities, supporting the diversity of Arab market practices, increasing automation
capabilities and ensuring 4oend interoperability oflmusiness processes. The latter includes

all aspects related to the setting uphafsiness systems based on customer centric models.

At the regional level, it will be relevant to launch ICT RDI regional projects that aim at initiating
the formation of clusts of countries with common goals and synergy of operations. These
projects have to target the development of innovative and reusable business oriented B2B
frameworks which are adapted to the context of each group. Suggested initiatives are summarized
in the table given below.

430nly the Emirate of Dubai can be positioned in this level
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Countries clusters RDI fields
Morocco, Tunisia, Egypt, Jordan, Lebanon and Sy, e-tourism
Morocco, Tunisia, Syria and Egypt Agriculture and textileaammerce
Algeria, Libya, Bahrain, Kuwait, Oman, Qatar, Say Oil and its derived productcemmerce
Arabia, UAE, lart4

Table.9. suggested Arab clusters ir€ommerce RDI

1 E-Education.

Despite the fact that the advancement of technology has opened many doors in education
especially in developing countries, RDI initiativesitargelucational ICT applications are still

limited in number in Arab countries. A preliminary list of candidate fields can be environment
oriented such as: interactivity and collaborative aspects in teaching and learning, architecture and
management of ®#-accessible educational infrastructeledbgi classrooms, etc.) and Learning
Management Systems (LMS) implementation. On the other hand, other investigation fields can
be elearning technologies oriented as: mobile access to the websites of ethstétitoas,

use of wireless broadband technologies in education as a means to help remote rural zones, and
tools specific to Arabic languageaning.

A third class of RDI projects can deal wigdwcation in terms of application categories. In fact,
developing analogies withsiness frameworks (B2B, B2&)d eGovernment frameworks
(G2C, G2E, and G2®)an help elaborate nationalideication frameworks (U2S, U2E, UY2U)

Such frameworks may not only provide a generaisafd framework to undgand different
types of eeducation applications, but also constitute a common regional base to mutualise and
customize these applications following the cultural and administrative context of each AIHEI.

The approach followed to achieve this objectiveeadopedand reusgin order to develop a

real Arab knowledge society: (i) create a specific RDI regional community dealing with specific e
education problems; and (iipke customize or generalise a framework tools package to other
concerned Arab catries. This approach has as a prerequisite: to set up arEAatat@N

Network open to all AIHEIs and individuals dealing widaming, and other ICT applications

in Education.

1 E-Health .

Notable efforts have been made by many Arab couwtrégply ICT for healthcare. Thus,

different initiatives have been launched in Telemedicine, distributed patient information
acquisition and satellite linking of medical ceMresr e r t hel es s, Al HEIl sd R«
pioneer eHealth pilot projects, prefetgbof regional and national character and in close
collaboration with international organizations such as WHO, UNICEF afidTIi& objective

of such initiatives is to promote the use of ICT to improve health service quality and coverage in
the country andh the Arab region. The targeted areas should be carefully selected regarding their

44Iran is also concerned by the present study and its findings, even if it is not an Arab country.

4B2B : Business to Business, BBGsiness to Consumer

46 G2C: Governmento Citizen, G2E Government to Enterprise, G2G : Government to Government

47U2S: University to Student, U2BJniversity to Employee, U2Wniversity to University

48WHO: World HealtlDrganisation, UNICEF: THenited NationsChildren's Fund, ITU: Inteational Telecommunications Union
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relevance to national priorities and to the needs of disadvantaged groups and populations with
limited means.

A preliminary list of candidate fields should comprise:.cahddiagery and visualization
applications, teleonsultation capabilities and user friendliness, security and dependability of
Critical ICT medicainfrastructures, development eServices for life and health, technical
interoperability of healthcaréoinmation systems.

At the regional level, there are numereusaéh fields in which Arab multilateral RDI teams

can play a central role. Semantic interoperability of Arab healthcare information systems is one of
such fields, as it focuses not only arhamging data or information, but also on transferring
meaning in healthcare. Henceforth, to manage these critical information exchanges, there is a real
and urgent need to standardise Arabic terminology and data structures used in healthcare systems
as wé as in electronic medical records.

On the other hand, as geographic nearness and movement of the population are central issues in
the healthcare domain, geographical distribfitioihérab countries can be seen as a key
criterion to form multilateral hageneous and reactivhealth RDI teams.

1 Digital Arabic content development:

Another sensitive RDI domain consists of encouraging ICT research aiming at enhancing and
developing digital Arabic content. Indeed, the deficiency of local language calakitityav
deprives the Arab public from ICT andoenmerce, and presents real threats to the Arab
cultural heritage. In spite of the very encouraging results of specific R&D projects such as
Nemlar® and Medat, there is a lack of reabrld applicationsighlighting the need to improve

and promote R&D in this area.

Due to the shared nature of the issue under consideration, any RDI project aiming at supporting
Arabic digital content should be coordinated across the region. Thus, such projects should
consoidate existent networks in this field, and contribute in creating strong new regional teams
in order to increase Arabic digital content.

One of the most fertile RDI fields consists of developing standards for the use of Arabic
language in areas suclthastransfer of information over networks, display and print character
sets, page formatting, software and various ICT applicatimmsnferce,-&overnment, etc.).

Both Arabic language processing and Arab language translation technology also need to be
seriously dealt with by RDI centres of AIHEIs. With the emergence of the semantic Web,
language processing tools will be a necessity to take full advantage of the Internet.

49 Taking into account the multitude of geographical classificatthe\cdb region, the most pertinetassificatioseems to
be the following: Northern Africa (including Algeria, Mauritania, Libya, Morocco, , TEa&t&h Africa (Sudan, Somalia,
Djibouti, Comoros Island), Middle East (Egypt, Palestinian Authority, Jordan, Lebanon and Syria) and Gulf Arabic countries
(Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, UAE, Yemen)

50 Network for EureMediterranean LAnguaBesources
51 Mediterranean Arabic Language and Speech Technology
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Many reusable applications will, therefore, be easier to develop and geresaliselutie the
development of information retrieval systems operating on the |Angjoiage, the digitization

of Arabic heritage texts, the development of tools for automatic translation and the design of
Arabic languagénterfaces to software tools @ienal Database, programming language,
websites and portals, etc.).

1 Cvber Security:

The vulnerabilities associated with the Internet put governments, military systems, business, and
individual users at risk. In fact, cydmgurity breaches can causasdenof time and resources as
personnel examine the failure, identify the potential damage, and repair the systems. The services
provided may be reduced or even unavailable for a period of time. Sensitive information can be
exposed or altered, and pubbofcdence can be lost. After a cyibéusion, it can be very

difficult or impossible to precisely determine what subtle damage, if any, is left by the intruder.

Therefore, it is essential to look for fundamental technological solutions and to daek proac
preventive approaches, not just reactive, curative appréachas.for all countries around the
world, launching and supporting RDI activitiesybersecurity areas should be considered as a
real priority fomll Arabstates.

At the national keel, and taking into consideration the current RDI activities carried out in this
domai, Al H E I-seaurityagsdarhr agenda should focus on new appafesbesity

systems, namely cysecurity functional requirements (design and implementediegiss,

recovery tactics and strategies to resist attafkadtructuresecutly (secure domain name

system, secure routing protocols, etc.), privacy, domain specific security needs (wireless, Internet
priority service, etc.), metrics and testinheannomic assessment.

Moreover, and in conformity with the ITU cybecurity framewotk Al HEIl s RDI cer
help Arab governments in their efforts to develop a nationalseghbeity strategy to establish

national governmeimdustry collaboratiomg create a national incident management capability
andto promote a national culture of cybecurity. Given that R&D issuallyconductedn
academimstitutiors, there may be opportunities to engage students irseghaty initiatives.

At the regonal level, pertinent RDI projects should initiate the neededbardes ceoperation
on network and information security between Arab states. Thesswile protection against
security threats and sexiine interoperability of Arab publiservices.

1 Biotechnology

When @baing the possible impacof biotechnologythis science issuallyclassifd intothe
so-called green, red and white biotechnology. Thealdingtteagricultue (e.g. plants that are
more resistant to various weather condititing)secondefers tomedidne (e.g. more effective
medications), and the thsthnds foindusty (e.g. enzymes for producing plastic). Taking into

520 Cyber Security R&D: Portfoli o OvedHoimedanddSecurlyi@on Szyk
53 http://www.itu.int/ITU -D/cyb/events/2008/doha/
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account the financial and material needs, as well as the highlhuskaledesourcethat
biotechnolog requires, this scienzan be considered as an R&D actresyrictedo developed
countries. Nevertheless, thield cannot be completelgnoredby Arabresearcherdn fact,
countries with strong agricultural economic orientations should launolgssrcontributan
R&D activitiegnaking use ajreen biotechnology potergiab as tonake production processes
more environmentally friendly and geedrigher quality foodstuffs.

1 Nanotechnology

Nanotechnologyefers to the ability to manipulatdividual atoms and molecules so édmiiol

machines on the scale of human cells or create materials and structures from the bottom up with
novel properties and desired features. Although it is a rather new field of science, the earliest
advances in nanctenology were achieved by in the 9th century when Islamic Caliphate potters
created a technologry makemulti-coloured lustre ceramics. This technology spread to Egypt,
Persia and Andalusia during medieval time, and in the 15th century,>toT dtidy.s
nanotechnology related activities can be roughly grouped into three areas: materials sciences;
electronics and optoelectronics; and biomedicine. The total global demand for nanoscale
materials wasstimated at $7.6 billion in 2003, and is expected t@@¥pvannually’. Given

thefact that the development of nanotechnologgrg much related toany vitally important

fields such as medicine, environment, security, as tweflcasomically critical fields such as
semiconductors and chemistry, Arab t@s especially thoseith industrial and edased
economic orientationsshould follow a real national policy and R&D strategy around
nanotechnology.

4.2.2.3Building of collaborative partnerships and strong networks :

Besides AIHEIs have topromote a crossectoral approach by establishiogjaborative
partnerships and strong networks with all their environment constituents: private and public
sectors, NGOs, regional and international ICT universities, professional onalindustr
associations, global infotioa technology corporations, etc.

Indeed, these collaborations will fundamentally play a role in strengthening the capacities of
individuals and institutions through peer learning and knowledge transfer processes. They can,
thus, lead to frequent curdgumprovements in terms of comprehensiveness, relevance and
usefulness to eadsers. This can inevitably enhance the seftiofreal certification traditions

of acquired professional knowledge in ICT fields.

Partnerships and networks can also cotdrittongly in building a critical mass of researchers
and expertise in ICT fields. This will allow Arab institutions to emerge at the international level,
and will enable the Arab region to be a respectable interlocutor, espeeiafiyglobal ICT
corporations.

54«Made in Estonia. M.TIITS, R KATTEL, T. KALVET. Institute of Baltic Studies, Tartu 2006
550Nanotechnol ogy: BusinBse@minuitaiions Coipanyk 2004, Eval uati ono
http://www.bccresearch.com/advmat/GB290.html.
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Finally, through rational and coordinated sharing of means and knowledge, the enhancement of
partnerships and networks will undoubtesityid duplication of R&D efforts and will allow a

better use of financial, infrastructural and human respurgich are particularly very limited in

many Arab countries.

4.3 Roadmap Action Plan

The proposed roadmap action plan is based on the strategic directions described above. These
are related to the production of IQuality graduates, the enhancementl®famt ICT RDI

activities and the strengthening of the AIHEIs openhbksscentral objective of this plan is to

support AIHEIs in their mutation to excellence in ICT education despite of the diversity of their
functions, their managerial culture, thaifsf 6 s prof il es and the disc
activities they carry out.

4.3.1 Collaborating stakeholders

Undertaking the different planned projects and programs needs the collaboration of numerous
partners, as well as the creation and/or enhantevhenecessary strategic alliances and

networks. Thus, as will be shown in the sections that follow, numerous stakeholders, such as
Al HEl sd partners, should be involved in the

ICT industry actorsan be ensidered as major strategic AIHEIs partners to reach the roadmap
objectives. Indeed, there is a clear imperative for increased joint action and engagement of ICT
industry stakeholders to help shape and implement the proposed strategic actions. Their
involvement consists mainly of fosterirgkils oftheAr ab r egi onds | CT wor k
to provide leadership, coordinate industry advice, pool resources and ICT expertise to back up
projects and programpsr o mot i ng | CT pr a c the wide sehoéskillseeded i | | s
for innovation and employability in the knowldageed economy and those required for a
competitive and inclusive Arab region.

On the other hand, ICT policy makers should also play a central roleaimyting oubf the

grategic actions put forward fine present study. Theaiontributionconsists mainly of: (i)

shaping the proposed strategic actions specific to enhancing the ICT higher Education sector in
the national context, especially by taking into account the réfdgytneeds and national
development strategies; (ii) ensuring an adequate global environment (legal, funding, governance,
coordination, etc.) in order to attain the goals of the targeted roadmap; and (iii) assessing the
outcomes of the planned strategitons and their real impact.

Finally, this roadmap aims to supp@it Education and R&D communitistrain worldclass

ICT graduates and researchers, and to make Arab ICT innovations reach local and international
markets. To this end, the proposeatsygic actions shouftersuaddghese communitie®

contribute in creating a national wealth by underpinning productivity improvements and
efficiency gains across all industnesifly in ICT industry and leading relevant ICT RDI
activities.
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One of hemajor challenges that AIHEIIs have to meet is to make the various stakeholders work
together by appropriating planned actions that suit their prerogative and expertise.

4.3.2 StrategicActions

Taking into account the findings of the diagnosis phase (see T@EAVOT matrix),
international benchmarking (see Tablé Bternational good practices), and the strategic
orientations, the objectives and the Strategic Levers (ST) defined above can be associated with
strategic axis and twme strategic actions (sedl€ 10 below) :

Strategic Training ICT Strengthening

learning platform
Structuring and reinforcement of AIHEIs RDI units MR VR VR RR

Establish RDI centres of

T quality the openness of
Objectives | 5 aquates AIHES
) ; ) ) Strategic Levers | ST-1 | ST-2 | ST-3 ST4
Strategic Axis Strategic Actions
Setup a comprehensive | 1. Settingup a national-skills Framework and ICT
i . VR VR RR MR
system for & continuous needs data collaborative platform
enhancement and - - —
update of AIHE | s & 2. Strengthening AIHEIs internal capacities VR VR RR VR
curricula -
! Launchmg relevant programs for AIHEIs Academ VR RR RR VR
cooperation enhancement
4. Creating of an Aratvide eskills qualifications VR RR MR VR
framework
5. Development of a pa#irab collaborative-skills e VR VR RR VR
6.
7.
8.

excellence in ICT fields Promotion of innovati RR RR VR VR
structures
Reinforcement of regional and international ICT Rl 5 RR VR VR
cooperation

Table.10. Strategiobjectives, levers and actions

ST-1: Reviewing and updating ICT cutacu

ST-2: Providing AIHEIswith the adequate environment to attain excellence

ST-3:Promoting ICT RDI activities

ST-4:Building collaborative partnerships and strong networks

Relevance degrees of the strategic actions: MR: Moderately Relevant, RRldRatiteVR:
Very Relevant
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Strategic Axis 1Setup acomprehensive systenfor a continuous
enhancement and update of Al HE/

1 Major objective:

The growth and expansion of ICT havet ofimpactson ICT educationin fact,more trained
humanresources amow required at all levels. These include maintenance, design, development,
implementation and leadership. Simultaneously, new evdiatrensroughttbout new ICT

fields which require the introduction of new courses and training progedimevats. Thus,
updatindCT curricula has always been the subject of much debate within institutes and between
ICT industry and universities.

Therefore, there is a crucial need for a national corsystemaiming at dynamically and
regularly updatingdher education ICT curricula. Téystenshould include:

- anationalramework for ICTrelated skills and competenceskiis) development

- anational web based collaborative platform specific to ICT labour market needs

- asetof measurestocarryiout or der to strengt henratinge i nt
programs for ICT academic staff, ICT curricula certification, ICT skidlarneg and
knowledge dissemination platforms, National KC&aening academies and ICT curricula
monitoring sysim)

In addition, thesystem that is to set ggpn be completed by the outcomes of three Strategic

Actions that should be undertaken at both regional and international levels. These actions are as

follows:

- launch relevant programs for the enhancemenH&fléacademic cooperation

- create an Arawide skills framework to strengthen mutual recognition and transferability of
ICT qualifications between AIHEIs and with partner institutions

- develop a paArab collaborative ICT skilldearning platform

To daup the targeted systéueStnategic Actions detailed below should be planned an
launched

Strategic Action.1 Building -up of a national eskills Framework and an ICT needs data
collaborative platform:

There is no one single way to design an ideal curriculum. IZat,skills framework based on
experience and good practices togetherawidbal ICT labour market data platfaam bring
about a set of useful guidelines. These will certainly help AIHEIs find their own way to success.

f National e-skills Framework

The main purpose is to elaborated apply a comma@nd seamlesstional eskills framework
which relates ICT basic level training, more advanced ICT vocational training and professional

32



educational development undertakeXildEIs. Beingconsidereds a tratworthy model for the
description of | T practitionersdo skill s, t hi

- by AIHEIs decision makers and professors, as a common basierfonuous review and
update of ICT curricula by taking into account nmvlyduced technologieemployes 6
skills requirements and devel opment actor si¢

- as a real reference model for the identification of the skills needed to develop effective
Information Systems making use of ICT

- as a transparent skills and qualifications system gimcantees transparency and
encourages upward mobility in the acquisitiorskifle

Based on similar initiatives carried out around thevtivédlelaboration process of the targeted
framework should involve all stakeholders engaged in the nafionkvElopment process,
namely ICT high education community, R&D community, ICT policy makers and ICT
professional associations.

Obviously, such a framework should go in line with the current national ICT capacity building.
Thus, for countries with a lackadequate vocational training, it is recommended that a first
olighto version of the targeted framewor k |
practices, and it should mainly determine the necessaryskidlsimeeded so as to efficiently

start (or restart) the national ICT development strategy. On the other hand, for countries in
which vocational training is available or consigtenhatter to construct theskills framework

as a twalimensional matrixith a first axis listing thed ect ed | CT fi el ds o
subcategories, and a second axis defining the different levels of competence or attainment that
must be exercised by IT practitiotiers

The identification of | CT fi el ds Gassifiaattorajor i es
ICT skills outlined in Section 4.2.1.2 above (basic, general or vocational specialization skills), on
the currently needed ICT disciplines (e.g. Sdurrrity, Interoperability, Businegslligence,
Embedded System®)n the present nahal and regional ICT market expectations (e.g. e
Government, @usiness, -Health and €&ducation) as well as on recognised international
standards andskills frameworks

9 National collaborative platform to meet ICT labour market needs:

Theaim is 0 set up a webased platform specific to ICT labour market needs. The main reason
for having such a platform is help AIHEIs be more reactive and capable of supporting the needs
of their private and public partners as well as those of ICT professionals.

On the basis of the nationaslkalls framework described above, the targeted platform must be
able to identify the currelatckof ICT skills and gaps or mismatches in the local labour market.

56e.g.th e 0Skills Framewor k f or t he thésupportrofrteinited Kingdom godernin& | A) de
and now supported by the SFI A Foundation, the O0Advanced |°
the ICTindusy wi th support of and enacted by the Feder al Mi ni str
I CT Skills Profilesd6é developed by the Career Space consort

57SFIA levels: 1 Follow2 Assist 3 Apply- 4 Enable 5 Ensure/advise6 Initiae/influence- 7 Set strategy/inspire.

58 SFIA categoriesStrategy and architecture, Business change, Solution development and implementation, Service management,
Procurement & management support, Client interface
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Henceforth, this platform will enalA6HEIs to have a cleadeaabout theneeds of the local
ICT labour market, and, thus, support them in planning well their resourceskiéisd e
deliveries. This platforoan also be considered as a natiGiaBkills ecorumcapable of:

- bringing together all the key playelieskills initiatives in the country
- analysing-skills initiatives in the country

- publishing regular ICT skills and employment related metrics andsamalysne for
industry and other partners

The development and deployment of such a platforinanegtiorwide vision and mutual trust

and accountability based approach between all relevant stakeholders. This will ensure the
transparency, the independence and the integrity of the consultation Pesiegssthis

platform should be builh accordnce with the good practices proposesirhifar international

and regional initiatives such asBhmpean Skills Forunt project.

Strategic Action.2. Strengthening the AIHEISs internal capacities :

In order to ensure better ICT education that goes in parallel with theila mar ket s ne
aligned on the nationabkills framework, AIHEIs should plan amgplement comprehensive

set of pertinent actions aiming at enhancing their internal capacities. These actions consists of: (i)
launching relevamtaining prograsfor ICT academic stafii) setting up a specifacal ICT

curricula certificatiGsystem within AIHEIs; (i) adopting ICT as a means to achieve excellence

in AIHEIs; and (iv) developing and deploying an efficient AIHEIs ICT curricula evaluation
sysem.

9 Training programs for ICT academic staff:

Taking into account the rapid technological evolution as well as the permanent changes of
industry requirements, the technical and professional knowledge of AIHEIs ICT academic staff
must always be dp-date.lt is, therefore, necessary to launch specific and relevant training
programs for them. These programs have to include practical and advanced courses and target
both seed and senior trainers. yT$leouldalsotake account of staff exchanges with other
AIHElIs or other ICT universitiegcus on significant ICT areas &edbeneficial fondustry.

A preliminary list of areas in which such programs and projects is presented in Sections 4.2.1.2
and 4.2.2.2.

The training prograntkat are to be plannedn bedelivered faectm-face or as online sshtudy

courses released as open educational resources offered freely and openly for anyone to use, anc
under some licenses termé, improve and redistribute. These training programs should also
encourage professais work in collaboration with industry on various projects in order to
enable them to keep abreast of developments and participate in international conferences,
seminars and workshops

59 http://ec.europa.eu/enterprise/ict/pay/ict-skills.htm

60 Certification in the strict sense is the acknowledgement of conformity with a norm or &tdngasd certifications are
perceived as a credential, a result of an objective assessment procedure, that an individual met thespesfiicatamse
delineated in job profiles recognised by industry stakeholders.
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1 1CT curricula certification:

The setting up of a specific ICT cudaceertification system can surely enhance internal

Al HEl s <capacities and mfermdtionrtethmalogyecorpotationsf act |,
and/or professional associations, such ICT certification programs play an important role in

t oday 0 s yla@dlishoulshrdeetghie mcreasing demand for flexibility in the acquisition or
update of ICT knowledge by AIHEIs academic staff. Furthermore, these programs can offer
AIHEIs an attractive combination of internationally recognised certifications, prdéfessiona
teaching resource materials, and industry association possibilities.

Each AIHEI can be inspired by similar international initiatives in order to elaborate its own ICT
certification program. In this respect, the CEP[8esents a rather comprehensivethist
documents the diversity of offerings existing on today's training and certification market. The list
is the result of a performed desktop research including all available ICT Skills Certifications.
Focus is clearly set on industaged systeragencompassing vendepecific (e.g. certifications
offered by companies such as Microsoft, Cisco, IBM, Oracle, HP, etc.) andeutralofe.g.
certifications offered by CompTIA) as major categories.

However, the adoption of an ICT certification programdsnee welthought change
management approach. Indeed, most certification programs require that instructors be certified
in each module that is to be taught and that they have to periodically renew their certifications.
For many instructorghe constant Viglation and embarrassing possibility of not being certified

are one the main reasons behind dismissing certifications in their curricula.

Another common criticism of certification programs is that a course is no longer vendor neutral
and that certificatmo cur ri cul a are no more than advert:i

ar e, therefore, recommended to use one vend:¢
and professors to compare it with those of other vendors. This strategy might afabibe use
making a distinction between one institutio
offering.

9 e-Education means for AIHEIs excellence:

Cyberinfrastructure could be seen as a key factor to increase the reputation of the AIHEI. This
objecive can be achieved by using all ICT possibilities in the teachsigllefespecially by
promoting the setting up od@arning platforms.

Numerous measures should, thus, be undertaken. These mainly include: (i) launching end call for
tenders to devgboICT elearning materials and/or ICHearning books; (i) motivating both

AIHEIs academic staff and students to dis@amning tools; and (iii) providing AIHEIs with ICT
facilities, including-learning platforms, hardware, suitable auslial equipnm and specific

intranes.

61 CEPIS(The Council of European Professional Informatics Societies) igpeofitoarganisation that seeks to improve and
promote high standards among informatics profeksi@iPIS represents 37 member societies in 33 countries across Europe
(http://www.cepisharmonise.org).
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Such platforms shoupitovidelinks to useful ICT educational portals and websites, collections

of ICT teaching and learning resources prepared by other institutions and other professionals,
relevant ICT knowledge archiving, a®ds of freeware and shareware software for free
download, which are available on line worldBesdesand in accordance with all #rategic

actions planned in this roadmap, the targeted-l€arreng platforms will, mid-term, serve to

establis real national ICT-kearning academiasd/or gateways linketd other regional and
international virtual universities

On the other hand, there is a crucial need to set up a specifiplatibna that ensures a more

efficient dissemination of knowdedand expertise among ICT professors of the institTitisn.

platform will contain course materials for free download, and for customization if necessary. It
should also serve as an online collaboration workspace which will enable ICT professors to share
and discuss ICT topics, to work together to customize an existing module or develop a new one,
and also to produce ICT teaching content in the Arabic language.

Finally, it is worthy to note that ICT can play a crucial rbleeih pi ng Al HEhs 0 adi
and management staff to be more efficientl ndeed, by tr aleakingng e a
transaction, the computer can facilitate the structuring of the educational enterprise in ways that
give new options to the student and reduce costs. This preakisgiplace in numerous other
enterprises, such as financial, manufacturing, and retail enterprises.

9 Development and deployment of an ICT curricula monitoring and evaluation system:

Assessing continuously ICT curricula is an inevitable task. Thigsindehtifying learning

needs, assessing the audience, evaluating the achievement of objectivasstopgpeocess

which is increasingly shorter, and needs regular quality reviews based on feedbacks from ICT
industry, former students and all kelyestalders.

Henceforth, in order to master this process, there is a greater and more urgent need for
standardised performance indicators to monitor and to assess ICT teaching and learning in
AIHEIs. Such an ICT curricula monitoring and evaluation systeatd strongly help AIHEISs:

() create a virtuous improvement cycle by enhancing the ewaisiog process in the selection

of ICT curricula topics and skills; (ii) establish benchmarks in the institution as indicators of the
guality and achievements lbtaurses, and basis of its rating and rankingijiipethborate and

apply quality assurance procedures to effectively manage the process of creating and updating
ICT curricula.

This monitoring and evaluation system should:
- beincludedinallstagesit he i nstitutionds progr ams

- ensure amudi mensi onal assessment which wil/|l g e
professional-skills, ICT staff professional development, and the degree of alignment of ICT
curricula on labour market needs

- guaranteethat all those involved are appropriately trained and really understand the
importance of monitoring and evaluation

- spread the findings so that other AIHEIs can benefit from the gained experience
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Strategic Action.3. Launching of relevant programs for the enhancement of AIHE
Academic cooperation:

The main objective here is to reinfol€C& higher education cooperation betweenAttad

region angbartner countries'herefore, international programase todaunchednd developed

and should:

- maketheArabICT Higher Educatio\rea more vislb and more attractive in the world

- reinforcethe quality and relevance MIHEIS, especiallytheir capacity for international
cooperation and for a permanent modernisation process, and to assist them in opening
themselves up to societyaage

- overcomehe fragmentation dCT higher education betweg@mnab countries and between
AIHEIs within the same country

- enhancenterdisciplinarity and trasgisciplinarityand promotehe reciprocal development
and the strengthening of human resaespecially AIHEIs academic staff

The European program TEMP®Sshould be used as a referential basis for the elaboration and

the achievement such programs.

In thisvein one of the priorities is to launch a-paab program that aims at supporting and
funding joint Arab projects specific to ICT higher education. This program can be baptised

TAIMAR OQRG8 (Trans-Academic ICT-staff Mobility in the Arab Region)and can be
implemented through regular calls for proposals.

Candidate projects should be basednaltilateral partnerships between AIHEIs and Arab or
international partners, and should mainly target the implementation and/or the development of
ICT curricula, the introduction of new degrees, or the promotion of the capacity of AIHEIs
academic staff apticularly by small scale and short duration mobility activities for both
professors and researchers.

The double degree process should also be included in these programs asf aeméanig
partnerships betweall AIHIEs and between AIHEIs and tiag international ICT universities.

Strategic Action.4. Creation of an Arabwide e-skills qualifications framework

Gaps in the mutual recognition of ICT professional, academic and vocational qualifications are a
particular obstacle to people studying or working irdleregion Moreover, at presertrab

citizens who try to improve theirskills face a wide range of competing qualification and
certification schemes.

Therefore, e purpose is to set up arceptabl@lrab-wide ICT qualifications frameworkto
shed lighbn qualifications fromArab countriesertification schemes. Baptised A%R) / &

62TEMPUS «TranEuropean Mobility Program for University Studissprogranof European Commission, directed toward
development and improvementhajher education systémEurope partner countries on the basis of collaboration with the
educational institions and other institutes from the member nations of European Union
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(Joint ICT Skills Recognitiorthhis framework will surely facilitate the mutual recognition and
transferability of ICT qualifications not only between AIHEIs but alsparitier institutions.

Moreover,such a metkamework will ensure that most-toplate and relevantskills are

taught in all AIHEIs, offer more opportunities to complete a phase of their studies in other Arab
countries, and support Arab public policylsgsuch as workforce mobility, increased
employment security and the creation of a knowledge based society for all.

Thus, cooperation should be strengthened to define standards for the implementation of the
mutual recognition of modules and units ofitxgiand credit transfer. To meet these demands,
the development of the targefadbe-skills metdramework process should:

- be accelerated through the development akskills national framework as planned in
Strategic Action 1;

- bebasedn and/or builtin accordance wissimilar regional and international initiatives such
asthe development of a common Europe&kids Framework initiative;

- be maden close cooperation with all stakeholders capable of encouraging compadability
convergence of ceitiitions and qualifications;

Strategic Action.5. Development of a paprArab collaborative ICT skills elearning
platform:
The rationale behind this strategic action is to create an innovathaassidtandingrab ICT

skills éearning platform that will be widely acbksdio all AIHEIs thereby, facilitating
improved ICT knowledge, skills and RDI activities within these institutions.

The creation of this pakrab framework is a real opportunity to build a strong Arab network for
ICT learning. The objective of this netkvis to producea library of higiguality and
pedagogically sound cheap ICT mateltidlas to be open to all interested stakeholders such as
ICT professional bodies so that they can collaborate, develop and deploy content.

Therefore, the setting upsuch a platform has a dual challenge to meet:

-On the one hand, it is a network whi ch sho
learning experience, through the implementation edéstetilished pedagogical practices; and

- On the other hand, ¢hsystem to be built is a platform that provides mechanisms for the
rapid integration of applications into a rugdér collaborative environment. Its development
will, thus, have to deal with various problems related mainly to the needs of technical and
semantic interoperability.

Moreover,such an 4earning integrated platform requires the developofietetailed ICT
curriculawhich should be based on a commagkiks framework. This confirms the necessity of
launching Strategic Action 6 described above.

The setting up of the targeted {#anb eskills eLearning platform can also be accelerated
t hrough t he dev eldamipgpkatfotms as planAed id Gtfategic Aetion 3.
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In a midterm Strategic Actions (&skills recognition) and(&skils eLearning platform) will
contribute in building and launchiugb interuniversity postgraduate programs on Miich
can be offered by a consortium of Arab universities.

Strateqgic Axis ZEstablish RDI centres of excellence in ICT fields

M1 Major objective;

The main purpose istaun A1 HEIl s | CT | abs an dRDIrEgcsllerme c h C ¢
Centreghenceforth Excellence Centres)

These Excellence Centres will be a strong mechanism to: initiate and reinforce ICT RDI
activities, bring together s ong research groups that promot
upgrade training, diffuse and maintain ICT knowledge mainly through interactions with
knowledge &ss, develop and recruit higsiylled researchers and enhance the scope in order to
drawexternal funding andvestment.

On the other hand, in order to meet the needs of an increasosglydisciplinargomain as
ICT research, the ExcellenCentre will providehe suitable combinations as well as the
coordination of research networks ssagy to ensureaitical mas®f human resourcder
intra and intefinstitutional ICT RDI projects.

Furthermore, the Excellen€entres will contribute istrengthening partnerships between
AIHEIs and ICT industry stakeholders by supporting therkmasentatives of major national

and /or international ICT companies and commercialising research outcomes and new ideas.
These partnerships can also make a strong contribution to the national innovation system by
sustaining selected ggmetforming ICTncubators and creating new knowledge.

The settingup of durable Excellen€entres should be based on a set of pertinent and locally
adequate measures:

- dructuring AIHEIs RDI units

- promotinginnovation within AIHEI8 r esear ch structures

It is also extremghecessary to ensure a regional and international openness to these Excellence
Centres. This can be mainly effected by reinfd€ihdRDI cooperation involving th&rab
region angbartner countries.

To saip the targeted Excellence Cémteé&,ateg)ic Actions detailed below should be
planned and launched

Strategic Action.6. Structuring and reinforcement of AIHEIs RDI units:

Taking into account theerformanceleficiencies in ICliesearclaswell as the specific ICT RDI

fields that AIHEIs should have to tackle §&fction 4.2.2.2), there is a crucial need to structure
and reinforce RDI activities as a first inevitable step towards the building up of real Excellence
Centres in AIHEIs.
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To meet this challenge, AIHEIs R&D units (laboratories, centres, teamgudtchesh

- endowed with gpecific chartethat would enable them to deal with all ethical ICT RDI
aspects, namely those related to the protection of intellectual property rights

- coordinated to work on clearly identified and complementary ICT themegaaiskdrn a
way that gathers a substantial critical mass

- provided by theCT infrastructurerequired to carry out RDI projects including high
performance computing, broadband communication networks, digital libraries and large scale
information repositogs

backed up by a dynamic web based system whose goal is: (i) establish an online research
information sharing system, where the full text services of ICT doctoral dissertations, master
theses and relevant research papers would be available; suq(it) cooperative RDI
projects and especially shape and enhadcstry AIHEIs joint ICT RDI projects in an e
collaborative way
enhanced in launching and editing specialised journals (in paper or electronic version) to
reinforce the publication and diss&tion capacities of AIHEIs R&D units

Furthermore AIHEIs R&D units should reinforce their presence and participation in

international collaborative RDI programs and projEegsissue related to the enhancement of
AIHEIs cooperation capacities, esplcialan Arab perspective, will be detailed later.

On the other hand, excellencd@T RDI activitiescannot be achieved without a trustworthy
monitoring system whose objective is to improve the selection process of RDI domains,
supervise and measure fhe oj ect sd progress and perfor man
Excellence Centre should be endowed with an ICT RDI specific monitoring and evaluation
system that can be used to set up benchmarks in the institution as indicators of the quality and
achieverants of all the planned RDI projects, and as a basis of its rating and ranking.

Henceforth, thisystenshould be capable of : (i) analysing and assessing the ICT R&D project
logic and the causality links between the expected outcomes and the suppibigep (Ac
providing a coherent set of objective and performance indicators (new generated products,
number of brevets, number of publications, etc.); and (iii) evaluating how well local ICT industry
translates ICT RDI inputs into new products, presess services, and (iWJisseminating
findings so that other AIHEIs Excellence Centre can benefit from the gained experience.

Strategic Action.7. Pr omoti on of innovation within AIHE

The expected role of Excellence Centramlyconsists of enhangjrthe innovation process

within AIHEIs. Hence, these institutions should clearly define this process, ensure its quality, and
prepare the adequate environment so that it can succeed. The challenge to meet is to master this
process starting from the cargyimut of basic and applied R&D that prowigehniques for

solving specific problems until the exploitation of these basic R&D outcomes to launch local ICT
incubator$.

63 [ncubator : innovativiéexiblelCT small firm with clear experimental development objective
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Joint industry academia research projects are key vehicles that the Centrencé Eacellse

to enhance innovation in national ICT industry and to promote an RDI culture in AlIHEIs.

fact, once defined, these joint projects can be implemented by hiring professional developers who
will work in collaboration with the membert the excellence Centre and with eventual
incubators. Future research activities in the discipline related to these projects can be performed
by Centre members and students of the AIHEI. Commercial activities like final product
development, marketing, and sates support for the systems produced by these joint projects
will be carried out by the industry partifus, in order to facilitate the definition of such
projects, the Excellence Centre must be endowed with two active directories: a technical
problemsspecifications directory and a solutions directory. Sfeild be maintained and
sharedby national and Arab academic ICT research and ICT industry stakeholders. As such,
there is a need for a weabled collaborative platform to manage both pertinectodes.

In addition, such a watganised concentration of ICT RDI activities within effiEiecellence
Centresis the first step towards setting up strong and successful local competitiveness
technologic clustétsvhose objective is to strengthational economy competitiveness and to
develop both growth and employment in key markets. These goals can be attained through
increased innovation, by encouragingVagileadded technological and creative activities, and

by attracting foreign investonsuhks to a high international profile.

The implementation of this system entails the training of permanent innovation task forces
comprising representatives from Al HEIl sd EXCc ¢
By making use of all the aboventioned tools (i.e. nationaslells framework, national ICT

labour market data repository, Excellence Centre active directories), these groups should produce
regular reportaboutpotential future developments of these technological clusters, amdlyespeci

the formulation of ICT RDI programs needed for development. The issues presented in these
programmes must particulahgve an impact on botAl HEI s curricul a a
directions.

Strategic Action.8. Reinforcement of regional and international ICT RDI cooperation:

The main objective is to reinforce the capacities of AIHEIs ICT RDI collaboaation
exchange. A distinction should be made betweenldvels of intenstitutional RDI
cooperation projects) those involving onBIHEIs; and (ii) those including AIHE#d their
international partners.

In order to promote the first type of cooperatiiHEIs should plan and implement a
comprehensive set of pertinent actions, namely:

- The elaboration and the application of a comprehefvabeFramework programfor the
launching and the carrying out of pertinent |&8Y /nter-regional projectsdealing with

relevant ICT areas. Baptis#®FAN. 0 FVB (T Researctramework program for
Arab N ations), this framework should target collaborative RDI initifdotessingon ICT

64 A competitiveness cluster is an initiative that brings together companies, reterareind¢@ducational institutions in order
to develop synergies and cooperative efforts. Other cluster partners may include local and national authorities and services
catering to cluster members.
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areas that are recognized as of specific interest to local and regional ICT industry or to the
socieeconomic development of the region. Section 4.2.2.2 peepegliminary list of such
areas (&Sovernment, ®usiness,-gealth, etc.).

Furtherno r e , the el aboration of o0l RFANGO6 will S L
of more balanced and durable RDI partnerships between the Arab region aardasdiver

leading countries (USA, India, China, etc.) in various ICT domains targeteleutveter
partnersd frameworks. Such partnerships ca
such as the Ewimdia ICT Cooperation Initiative EUROIND{A

The selected projects maglude AIHEIs research staff exchanges as well as dissemination
activities, editing of Arab world class ICT research journals, as well as building strong
networks which link mature Excellence Centres.

Particul ar attention should be paid to prc
practiceso6 b e between ArabABxddlEernces Ceatnesd The elaboration of such
projects can be inspirbldm similar international successful initiatmeshas the European

OPRO INNO Europe 6

- The creation of alrab webbased collaborative platform for ICT RDI sharing and
dissemination Numerous goals are targeted, especially those that @nhswetvorks
between AIHEIs RDI units and Excellence Centfigsaccess to the informal global
networks available within each ICT research fielde@rse ICT brain drain by encaging
contributions from Arab IG8killed persons living abroad; and (iv) the publication of ICT
research papensitten inArabic.

The targeted platform can also evolvaititermsto become a regional ICT watch system.
This will serve Arab ICT instty by enabling local AIHEIs and other stakeholders in the
ICT development process to identify global development in relevant and applicable ICT
fields, and thereby be parsiarthe industrial growth and development.

Other objectives such as the laumghif an Arab Technology Platfothisitiative can be
reached imfmid and long terms. The setting up of these platforms will bring together
technological knowow, industry, regulators, and financial institutions to define research and
technological objeets so as to develop a strategic agenda for leading technologies.

The elaboration of the targeted Arab-tvated collaborative platform for ICT RDI sharing
and dissemination shoudé accelerated through the development of national centres of
excellencena related online research information sharing systems as plariregegic S
Action8.

4.3.3 Scheduling of the Strategic Actions

65EUROINDIA is a Support Action under the European Sevemrtmework Programme (FP7). It aims to extensively map ICT
research and innovation activities across India, to perforrdegthrsurvey of Indian ICT R&D players and to support the
policy dialogue between the EU and India in ICT domains. (http://wwwidieborg)

66 PRO INNO Europe brought together over 200 innovation polakers and stakeholders from 33 countries. It combines
analysis and benchmarking of national and regional innovation policy performance with support for cooperation between
natioral and regional innovation programmes and incentives for joint actions involving innovation agencies and innovation
stakeholders. http://www.proinreurope.eu

67 See European technology platforms: www.cordis.lu/techipbddfpyms
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The eight strategic actions and the programs related to them need to move forward as quickly
and efficiently as possible. Irsttespect, their scheduling has to deal with:

- the specific profiling of °®“Athealdnningshould takee s & |
into account the current maturity level: Maturity Level 1 {Néick of adequate vocational
training), Maturity hel 2 (ML2- availability of vocational training) and Maturity Level 3
(ML3 consistent vocational training)

- the potential causality and functional precedence relations between the projects: indeed,
launching a project can depend on the end of anothectpr@.g. the setting up of the
national ICT RDI information sharing system is prior to subscribing to tihedPaweb
based collaborative platform for ICT RDI sharing)

- the priorities of the projects: they can be divided into three categories: Ti@r&8h¢HET):
start immediately; Mid Term (MT): preparatory work now and initiative formally §tarts in
months; and Long Term (LT): preparatory work startafted months and work formally
starts in & Months. These terms and durations may vary depemxdirthe politicahnd
economi®rientations as well as the funding capacities ofedntountry.

Table 11 and the figures below recapitulate, respectively:
- The strategic actions, their expected outcomes, and their priorities.

- Three scenarios for theadmaypcorresponding to the three ICT education capacity maturity
levels.

68Cf. Section 4.1
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Strategic Axis Strategic action Expected outcomes
Setup a ) 1 Buildingup a natinal eskills 9 National eskills framework
g}egg/r:/;::g/ve Framework and an ICT needs data | § Webbased platform specific to the needs of ICT labour market
continuous collaborative platform 1 National ICT Skills-Eorum
enhancement 2Strengthening AIl| 1 Training programs for ICT academic staff
f‘n/d L/fga/teso"ﬁ capacities {1 ICT curricula certification
curricula 9 ICT skills dearning platforms/ Students
9 ICT knowledge platformAIHEIs professors
9 National ICT dearning academies
9 gateways linked to other regional and international virtual universities
9 Monitoring and evaluation system of ICT curricula
3.Launching relevant programs for th {1 Multilateral partnerships between AIHEIs and their partners
enhancement of AIHEIs academic | § Implementation and/or development of ICT curricula
cooperation T A | M AORF db 1 Introduction of new diplomas and Double degrees
(TransAcademic IC3staff Mobility in | g Mopility activities for AIHEIs professors and researchers
the Arab Region)
4. Creating an Arawide eskills 9 Arabwide ICT qualifications framework
qualifications frameworkIISRS
0O/ 6 (Joint | CT
5.Development of a parab 9 Arab ICT skills ¢earning platform
collborative ICT skills-earning {1 Arab interuniversity postgraduate programs on ICT
platform
Set up FD/ 6. Structuring and enhancing AIHEIs | 1 Specificharter
giggf:n‘;’; . RDI structures ICT RDI Excellence | § ICT infrastructure for ICT RDI
ICT fields CentresRDI Uni t s8 a| q onlineCT RDI information sharing system

environment

9 ICT RDI monitoring and evaluation system

7.Promoting innovation wit n Al |
research structures

9 Launching of joint industry academia research project

1 Webenabled collaborative platform for managing the Innovation
9 Launching technological clusters

9 Participation in permanent localdmation task forces

8.Reinforcing regional and internation
ICT RDI cooperation IRFAN. (ICT
Research Framewaqstogram for
Arab Nations 4 f T QK

9 Launching and carrying out of joint ICT RDI isAeab and international projects

i PanArab wekbased collaborative platform for ICT RDI sharing and dissemin

9 Regional ICT watch system
9 Arab Technology Platims initiative

LT

Table.10. Strategic actions, Expected Outcomes and Priorities

ST

LT
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Scenario.l. Roadmap for Maturity Level1 Countries

ICT cuericula certification

Tesinine Monitonng and evalustion

programs or ICT system of ICT cusicula

acadermc staff

Multilateral partnerships Implermentation and fox
beturen AIHEIs and developraent of ICT

their partners curriculum

Mobility sctivities for AIHEIs

professors and sesearcher

Gateways linked to
wegional and termational
wirtual universities

National ICT e-

Leaming scademie

ICT knowledge platform
f ATHEIs professox

Arab ICT skills e-

leamning platform

Azab-wide ICT qualifications

frarmewotk

Axab inter-university
postgraduate
prograras on ICT

\Web-based platform specific
to ICT labowur madket needs

National ICT
Skills e-Fonam

Introdution of new diplomas

ICT RDI monitoring.
and evaluation system

Launching of joint industey

and Double-diploma

Specific Excellence
Centee charter

2 Participation in
Launching permanent local

acadernia reseswch project

ICT infrastructuee Online ICT RDI infornmtion
for ICT RDI shanng syster

Launching and careying out of

technologic clusters

innovation task forces

Web-enasbled collaborative
platform for managing the
Innovation

Arab Technology
Regional ICT Platforms initiative

Pan-Arab web-based

Joint RDI inter-Arab and |

international projects

collaborative platform for
ICT RDI sharing

watch systerm

I Short Term Mid-Term

[N Long Term
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I Short Term

Scenario. Il . Roadmap for Maturity Level 2Countries

Mid-Term [N Long Term
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